User Research

BE5EH

3% Salesforce B9 User t#Hx1E1R (Profile / Role / Permission Set) BIX$EINRETIZEIBHF
NexusCRM, HATSEIIERAEE, EiIXT SF SOQL HIEF NexusCRM Hijlw JS bundle B9 deep
research, EMFIUTRARRFHL HFES R,

Research &t =

Salesforce 4K (pingcap.my.salesforce.com)

e HUE/NE
Profiles 46 1 (Fbalk$549 10 1)
Roles 434, 5 BE% (Management — Region — Sub-region — Team — Individual)
Custom Permission Sets 1391 (kEHEXHN 151, HRRNE=ATAE/R)
Permission Set Groups 3t
Active Standard Users 127 A

Sales / Pre-Sales / Finance / Marketing / SDR / Management / Tech Support /

Ll 55 Profile
Bl 55 ' System Administrator / Legal / DM

NexusCRM IR (i@iZ JS bundle @53 #hr)
e Tech Stack: React 19 SPA + React Router v6 + TiDB Serverless + Vite

e Auth: JWT 7 localStorage (key: auth_token ) , i@id
/services/oauth2/userinfo ImRIREVHAF ETX

o JWTHIK: IFadmin FAF B token X& profile_id (SFIR% 181iID) +
profile_name , fR/> role_id. permissions

o Setup BH: FHETERHEEN, @d systemPermissions PRFIRITHEAE, ¥ admin
BPRAIEEER

BXRM (RIEEmE)


http://pingcap.my.salesforce.com/

TheE FHAR &

JB(perm) &%
Setup BT user.systemPermissions| [ iZ4B1EH#
perm]

/setup/profiles —
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PermissionsModifyAllRecords WAL

= AR fieldPermissions X RGMTEEHREFENTIA, FE&
s AR MAE IR 7

REICREFE, TaimrEmEiE ¢k

Permission Set #1177
rmission Set 11T systemPermissions B8 5F P4

Zitv )2

B 1: 3E admin AP JWT fR) role_id # permissions (¥UE + [5imial
)
RI: JWT payload fXE profile_id + profile_name , 7 role 1 permissions FE& 1RE:

[Gi% /services/oauth2/userinfo MNKRAEBEHEFIET role_id # permissions &
fe :



e UserRoleId = undefined : BNMEg[IHA Role fREIZIE, W EKRENHFIAF role = #iE
fRETEERR

e systemPermissions = {} : Finance BRI &iAIa Setup (IEHR) , BHTEERRGASN
BENSHENE

[BIEH 2: WRIRKI Profile ZRM4 (I3, REZEFZMAFFRE)

R Finance AF7E Opportunity #1508 E %! Edit/Delete &40 RE: QB () HR¥AM schema
describe APIBX retrieveable/createable/updateable/deletable , XLEFEL R BREIE
FEEZRS AR, PRERFHER RE: RiZM profile ST RINPRAEFFHIREY, Finance X¥
Opportunity 23 ReadOnly #Ma: Profile IR EIREIE, ERIAF EHESHAFEETFATR

)7 3: Role Hierarchy #iEfRE =2k ((Li5n)HR)

R/ : Sales AP A BEEE! Sales HF B 89 Opportunity, Management BEIBVEIES &8 Sales 16
B RE: 0T() TIMEBRFHRIEM role FIEFHZH;, UserRoleId EFFEN context BMKRIEE
W51 . FERETERN, MERAFREIIRENSELIE

B)R 4: PermissionsViewAllRecords T@4Ri3 false ({tE3ja)ER)

RIL: Permission Set 2EZT "View All Accounts" B9 P SEFR_ EHARBEEEFA Account iRHA:
QB() # PermissionsViewAllRecords: !1 (Bl false ) RNMEZRISE, KM Permission
Set assignment & IHE #M: Permission Set 89 "View All" SEBIRTEEE R

A& 5: Report REEFEAXSEEXWNRAR, HaiTekRTIE ((Xi3n):R)
SF FEYJ Report IRIE (NE)

B4 SF 52 iR

PermissionsRu
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ETRE) + Profile kR Fi4Y

RYGAUR o PR, 3E CRUD %E
PermissionsExp i

ortReport (gg
HSH)

FolderShare ig
RITHIELE
Folder £% User/Role/
Group BEIHIE]HHR
NN ES4ES3

Jh37F Profile
B =Rt
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/analytics/report-builder HHFTEEE wd() BIRFE, ERAEERAFIYTIAHEIR
RIER

e PermissionsRunReports / PermissionsExportReport ERBHRIBFEREN, Mk
# JIB() ARAKEE

Folder sharing APl ( getFolderShares , addFolderShares %) B3:H, BXHBEF
Setup Ul EI2#21F, RIERBITHNARIERI]

SLPRXIER . Finance AR B LR H#ZE1TH S HIEMIR R
EEM:

1. ¥F /analytics/* EREHN wd({perm: "RunReports"}) SFI (ki Phase 19 JWT
permissions #h2)

2. IRRSHIRHIEIN IB("ExportReport") K&
3. IRERFIRINEFEIIZ Folder EE=EXRTE (XA FolderShare APIBH, EAEIRZEHR)

1B]&% 6. User API NN RSE£KRIEZE ((Lr3a))

SF FREY API#BR: PermissionsApiEnabled — Profile RRIR, THIAF BEEEET APl A
18] Salesforce (3E CRUD %EB%)

NexusCRM 1K (@i JS bundle #iA) :

* PermissionsApiEnabled TERBBHFIBEFREN (E Ile IHR)

e E4bundled IB() RERWIARA—X: IB("ViewSetup")

e APItoken /Open APl X B8R INEE T2 RENRTE

o KRR ERAEERBAF#EEERFEER APl token, JEiE#% Profile IR API 78]
== (N

1. 7£5i% /services/oauth2/userinfo By permissions HUR[E ApiEnabled:
true/false (##fi Phasel)

2. APl token EBIEANON JIB("ApiEnabled") 1%
3. J3if API FRIBIEIGIE token YABAF B ApiEnabled #X[R

A& 7: Permission Set i %3 Z/kTHik ($iEn)R)

R : SFBY 139 4 Permission Set P RERE=FTEERM (Chorus, CRUSH, PROLIFIQ, Zendesk,
ZoomZF) IRE: I8N, KX2"IEiBiE PSets"5" T AEER, PSets" M. CRM A K=
JoH Permission Sets & EEL, BTE CRM AL ERIT

[B&#H 8: profile_id fEF SFIRYA ID, MPRIAEFREIL (EiEin)ER)



RIM: JWTH profile_id: "00e5g000000yWvxAAE" 2 SF181iid% ID #RE: CRM #
profiles RATBEZH LULL ID AE RIS RINRIEFFICR 200 BIMEEET QB() BIIXREUEIE, WR
profiles RIGBNPREUE, MHATEEN

EEYE

Phase 1: #t& JWT payload (GBS, REM)
Bi%: FIERAFPERE JWT/userinfo MM & 2 EMNE LT
AEER /services/oauth2/userinfo MRZLEHN:

json
Code block
1 {
2 "user_id": "...",
3 "name": "...",
4 "email': "...",
5 "profile_id": "crm-internal-uuid", ~ 9 CRM WEF uUID (FF SF 18fi1 ID)
6 "profile_name": "Finance",
7 "role_id": "crm-internal-role-uuid", — g (FimEEREZEIRE)
8 "role_name": "Finance",
9 "permissions": { ~ g (FmeAREZEFRE)
10 "ViewSetup": false,
11 "ManageUsers": false,
12 "ManageProfilesPermSets": false,
13 ""ManageRoles'": false,
14 "ExportReport": true,
15 "ViewAllAccounts": false
16 }
17 }

BimTIE:

e users KMRFEE role_id 4ME (#5m CRM NEF roles R)

o BERBIM users - roles - profiles - permission_set_assignments BZE,

£A3E permissions IR

e 3% SF profile_id = CRM & UUID BIBRETEEIFTE profiles &RH

Phase 2: 21l Profile 3R RIEFEHIEE QB() EEUEIE (FUE + Kr3EE)



Bir: R Profile WAFRENRIFENEIFRENIEERHE
StepA—EE: 7€ profiles REIINIRIEE
sql

Code block

ALTER TABLE profiles ADD COLUMN object_permissions JSON;

UPDATE profiles SET object_permissions = '{

o b~ W N -

"opportunity":
{"read":true,"create":false,"edit":false,"delete":false,"viewAll": false, "modify
All":false},

7 "account'":
{"read":true,"create":false,"edit":false,"delete":false,"viewAll": false, "modify
All":false},

8 "contact":
{"read":true,"create":false,"edit":false,"delete":false,"viewAll": false, "modify
All": false}

9 }' WHERE name = 'Finance';

Profile Account Opportunity Contact Lead

System

. CRUD+ViewAll CRUD+ViewAll CRUD+ViewAll CRUD+ViewAll
Administrator

Sales CRUD CRUD CRUD CRE
Pre-Sales RE R RE R
Finance R R R R
Marketing RE R RE CRUD
SDR R R R CRUD
Management R R R R
Tech Support R RE RE R
Legal R R R R

DM R R R R

Step B — X85 8ok QB() X#HHIRER

LHl: Mschema retrieveable/createable/updateable/deletable B (MEFERAF
18R

BEH . MGl /services/oauth2/userinfo MANHR object_permissions FEZIEEY
(per-profile)



Code block

1 userinfo response Fig:
"object_permissions": {
"opportunity":
{"read":true,"create":false,"edit":false,"delete":false,"viewAll": false, "modify
All":false},

QB () EZEFERILEIEMIE schema APl B describe,

Phase 3: LI Role Hierarchy #iERE (Gin + #iREE, ZO¥ER)
Bif: ARPREEBIIBEE + T4 Role RRFBEHIER
StepA—#E: T 431 RoleE/CRM MY roles &

sql

Code block

1 CREATE TABLE IF NOT EXISTS roles (
2 id VARCHAR(36) PRIMARY KEY,

3 sf_role_id VARCHAR(20),

4 name VARCHAR(100),

5 parent_role_id VARCHAR(36),

6 path VARCHAR(500)

ERLER (BEM SFIREY)

L1 Root: Management

L2: APAC Region / NA & EMEA Region / JP Region / Business Ops / Finance / Marketing / Legal

L3: APAC Sales Team A/B/India / NA Region / EMEA Region / Japan Sales / Pre-Sales & [X13

L4: & Team T8 Leader / Member
Step B — [gif: NexusCRM [5iG#IEZEIMMAN Role iT I
sql

Code block

1



SELECT o.* FROM opportunity o
JOIN users u ON o.owner_id = u.id
JOIN roles ur ON u.role_id = ur.1id
WHERE ur.path LIKE CONCAT(
(SELECT path FROM roles WHERE +id = :current_user_role_id), '%'

N~ oo o0 WN

AE:. PermissionsModifyAllRecords = true HJProfile (System Admin) #
ViewAllRecords Permission Set Fi P &R Ittid g,

HF NexusCRM @22 EHE TiDB, HiERELNERS#RiEHREEII (ReEikBiRiHIaE
WHERE) , EHIARTE backend proxy BrILUENIEEE 4,

Phase 4: {&& PermissionsViewAllRecords ({tRE{&E)
Bf5: #AE"View All"Z Permission Set I F BEZRTE Role [RBE I & 2R

B2&: QB() EH¥H PermissionsViewAllRecords: !1 BAMHAF permissions FE&Hh
AIEEN:

js
Code block
1
2  PermissionsViewAllRecords: false,
3  PermissionsModifyAllRecords: false
4
5
6 PermissionsViewAllRecords: userPermissions.viewAll?.[objectName] ?? false,
7  PermissionsModifyAllRecords: userPermissions.modifyAll?.[objectName] ?? false

SN EIHETE permissions HR[E]:

json

Code block

1 "view_all_objects": ["account", "opportunity"],
2 "modify_all_objects": []

Phase 5: ¥&{& Permission Set #UiE (3R E)



bR (THEEMZE, CRM FELXIRTHEE

e CRUSH /PROLIFIQ/Elvance (55=7 AccountPlan)

e Chorus/Zendesk / ZoomInfo / LinkedIn (=A%)

e (C2C/CASC/Einstein / Highspot / Koncert (SF R4 /{HETR)
REHE CRM HhCIAY#ZI0 PSets (£9151) -

Permission Set CRM 33 RIThEE
Export Report IRERF HIZH R
View All Accounts  £%d Role FREEEEFIA Account
‘é‘;;"o’:l‘umties 423 Role BB Opp
Edit All Leads 52K Role fRE4RIEPAA Lead
Forecast Forecast f&iRi51a]

Transfer Record

g HE Ownerld
Access

Open API Access API token IfgE
Sales User Sales " EWR
Content access AL/ IR

Phase 6: {€%5 Report #1 API f R ((XF318E)

A FER: Report iRTE SF FAFE CRUD FEf%, ZBIRIZMRLANIR + Folder EEMENF, CRM
=ERMLIE,

45 A — Report ifin)izsl

1. ZEWPRTFI (KH Phase 1 IWT #h22)
o /analytics/x . /dashboards/* B&HNN wd({perm: "RunReports"}) <FfI
o IREXTSHIRHM IB("ExportReport") ZE

o YYR/JE¥E permissions IR[E]: RunReports: true/false . ExportReport:
true/false

2. Folder £F533& (report 7IRE1THNHIE) -

o IRERFIRMEIHEARESE getFolderShares(folderId) API, 3iEHEIHEF LAHIRA
Folder

o Folder £#ZM[ERIR: FolderShare &®H SharedTo = HFIAFHI Userld /Roleld /
Groupld

o MNXZ MIITF Profile #UPRIERE RYE _ZJ I8, RNRFHN QB() Ml



Profile ¥} Report B9 RXIER (SF A7)

Profile RunReports  ExportReport &%
/S\Zi?::strator 4 4 i’?ﬁjﬁﬁﬁﬁ
gerre w @ g
vk @ v R
Management [ v E"fﬁijﬁﬁﬂ
E;:ls;qul\;) " u X BEERE S

B1% B — API ifialiEHl:

1. [Fi% /services/oauth2/userinfo permissions #i ApiEnabled:
2. KPHEAERESs A1t 3B ("ApiEnabled") iz

3. [Eim APl FRiEl&: RIEIEK token XA FBY ApiEnabled R (BhLELid Fim)
Profile 34 API BYAPRITER :

Profile ApiEnabled i
System
Administrator —
Sales/ Pre- % HEI5in) CRM
Sales HIER L
Finance/ O e
Marketing / )4 ;'_;ﬁ:PlIJ f;gﬁ’
SDR -
Management 4 ﬁﬁ/ﬁﬁgﬁtﬂ

wE

mITIMALR

Code block

1 Phase 1 (2-3XK) : fgim4h%2 IWT/userinfo BY role_id + permissions - FRFENRIOEME
i}
Phase 2 (3-5K) : Profile XIZRINIRAE[FEEIE + BE QB() REUE - IRHENRER
Phase 3 (5-10K) : Role Hierarchy #¥E + /3im SQL TJE - iERKREE (FREZR)



4  Phase 4 (1-2X) : 18 PermissionsViewAllRecords f@4sf3 — Permission Set View
ALl 4K
Phase 5 (1-2K) : BETXHA PSets, RFEEZLISE PSets
Phase 6 (2-3X) : Report + API #X[RFE - IFKIX Folder FRE + API IAal#& Profile
=

A&

1. JWT #£: Finance BFR&ERG, B JWT AR role_id .
permissions.ExportReport: true . permissions.ApiEnabled: false HFK

2. MRMWMPR: Finance AP iA18) Opportunity i¥1&01 — 7 Edit/Delete ¥2Hl; Sales BFHE

3. RolefRE: Sales (APAC TeamA) EF — Opportunity FI1FR 2 & APAC Team A RE TR FERY
IER; Management E¥RELE
4. View All PSets: 92T "View All Accounts" PSets B Finance FAFPREE RIFFE Account It R
(Z8h Role PR E)
5. Setup ifia): admin@test.com BIAIA]
/setup/profiles . /setup/roles . /setup/users (BIIERIA)

6. Report #¥PR: Tech Support BFifiE] /analytics/report-builder — #i=&HETM
( RunReports: false ) ; Finance BF HIARIIRKTIFRE R ERHEEM Folder THIR
%, Finance APIREIL"SH"#%H ( ExportReport: false)

7. API#BR: Finance FBFihin] APl token T — EEHIEANA ( ApiEnabled: false ) ; Sales
F PRI IHERIE

KB
e NexusCRM #ijifs bundle: /assets/index-CjCSuFqm.js (Z&MZEE /tmp/nb.js )
o QB() —NERINRIE, FENEHIER (2972 bundle F PermissionsDelete Hff3fr)
o JB(perm) — RFANEKE hook, HE systemPermissions[perm]
o 0T() —EiFIERR, Trole TR, RESHEEER
o nD mapping— /setup/* B&H — FrEEMNPRIETR

e TiDB#*:. users / profiles / roles / permission_sets /

permission_set_assignments

* J3if endpoint: /services/oauth2/userinfo (54 = role_id + permissions +
object_permissions)


mailto:admin@test.com

e GitHub Repo: pingcap-inc/MetaDrivenPlatform4AIl (FAH)

o SFEZESE: 46 profiles/ 43 roles / 139 PSets (Bi&d SOQL £212H)



