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TiDB ZEINEEN4A

BETREEFEAEIRMNSZEZENE, TiDB @Y S EUFNEZEINERITRIET ~miEE
MFEIEEMY, TiDB WELINEEEERE: hliEhl, FRnE. RREE. FEMmE.
MRBRE IR RIP. BT EES,

IPEZER
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K /EREE

TLSINZ (&

RIS

MRNR

AR
REE

TiDB Security b

IR
EFSINE

FhEINE e
TN BhmE

BRRREUIEIRIF BERE

Vel
e TiDB 1% IP BB E =
SRR, IBEZAF A CAMMRLE IP &3 TiDB Server, 31T :

> create user 'user1'@'%"; --iFFFBE IP WEFIHEETR;
> create user 'user1'@'localhost';—-{X fiF A 2 i S 5
> create user 'user1'@®'172.16.40.%";-- A iFIE EMERNEPIHE R,

e TiDB ZHk/Z1EBEIR
> HFZEEZIEFINZBEFAEE mysql.user A5
> THEAPBEEKRE ‘“BPE+32” E&3 TiDB;
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> XFAPBEEREIERERE TiDB (LT U BEMEZE ) .

ek
o TLS MNZR{EH

> TiDB fRBiImZFFEAET TLS tHiXN=ZERE, BEEF ik SRS im0
ZME, JRIEEREHINREZN. B, ANEFEBELIA
IE/SXEAUE ] BARIE@{E N BV E L ;

> FEA MySQL ZrFi%, WA MySQL ZEFIHE]EET TiDB #1TIN%iE
¥%, TiDB Z#5 TLS 1.2, TLS 1.3 hRAHIY, EIETFEZE TLS 1.0, TLS 1.1
(EFRTLS 1.0, TLS 1.1 BELALL, FEIUER) ;

> TiDB B NERE M Z B Z3F N4, SEGEIMNZERSIHFRTEIE
BAEBfHh, UBLLEREEXIEPIIEEIARIE#HITIAR (FIE0: TiKV 28
#% TiDB A8, WEZFRIERESFIEBEIE TIDB MEMiAEIEAE)Z
TiKV ),

o IFPHEE
WFIEPERSR, XBHEHIEP. ZBiH, TEE/S TIiDB L4,

MREE

o JFERNPR
TiDB FAXPREIE R4 B HZER MySQL RIIXPREFIR#ITSCIN, TiDB ZHFAEBHHY
MySQL BUiB;EFIMNPR LR, @i GRANT/REVOKE #1THXPRAVIZ F/UREIHR1E,
fgn:

1ZF xxx AP XERERE test BYIEANAR :
GRANT SELECT ON test.* TO 'xxx'@'%";

URIE] xxx B XS24 test BYIEANER :
REVOKE SELECT ON “test™.* FROM 'xxx'@'%;

o HNSINPR
M TiDB v5.1 734, TiDB 3x3% MySQL 8.0 FHRIENSINPRIS M, BN FER TR
%l SUPER #XPR, SKIINWELIREEMAMERNAL, G, RAEERTUES
ENZSIXPRSRBIE — 4 R BEH 1T BACKUP #0 RESTORE 2RI P,

o FEIHIO)IES
TiDB {EFRETF A EMIAEEE] ( Role-Based Access Control ) , LIS
MySQL 8.0 f RBAC R 4i#8E1l, RBAC RJUASEIRLEIZMN, JLARELEIPA
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PSR, ERERIAMBAECIRERIEVRZE, SKIKS, BE. REBI
FERILIRDIES,

TiDB A AXEBS MySQL RBAC R4ERIIEE, AFFIMUEIRAE. MifAE. 15
PRI FAE,; e MiSARRTAEMAr, BETFHNAFEERRRSE, |
NFRAEMRE SR,

HNAEBE TR DAFETIXREENER, 5% TiDB (XREIE, flW: A~
app_read AREETEIEE app_db RUIZANPR :

GRANT SELECT ON app_db.* TO 'app_read'@'%";
o IEPHEMN
TiDB XFFETIEPENNERA. RAXMAI, TiDB WAERFEZXRIE
B, ERNZEERERIUE, HAERFPERMNEIEES, 8tk MySQL BFRE
BARRAFREBEBIEAIN, 5 MySQLERBMIERENARXELZSE,

FEINE

o FRAINZR
F27SN0%Z (Encryption at Rest) BIFETF BRI SHTRUIR NG, WTFHEE, F#S
INZEThEe AL IERREIEINES (TDE), FSINZINEEREFERIERI AT & EZHITI0
ZALIE, AP WAUEIT IR EN SO FXPRIGIE 8Eih 5 SINZ fFRVEIE, BN
FEERNGERSYIENNAEINER, A EZELEHIME EISXXHRIGENXLEL
&,
FRSINZINAEEE613E TiKV 5250022 F0 TiFlash 52250022, EATYTF TiDB SE&2M
Ilm B S 14 th S2 35 3 B T AN =B 1748,
> TiKV #A5NE
TiKV M v4.0.0 EE2F552500%, BIE CTR ARV N EA AES X EUE i
1TIERINE, ZEERAMSINE, AFRARE—INZERA, BEZEA, 7]
BAiEiT AWS Key Management Service (KMS) 12t E£22%0 (Master Key),
eI U EIF B ALABRX L N B, EFERKMSIRE A,
TiKV ¥ B oh¥#k (Rotate) AT INZESLRREIE S A4EVZRER, EZREAMBTLA
HRAFFEiR, 518, BASNBNXNZFHSBUE (EME L
®), MAMEBEREERPRIEIE,
> TiFlash #7503
TiFlash M v4.0.5 EEZ#58285M0%, HMIEZTAA TiFlash £, TiFlash (€
& TiFlash Proxy ) EABIFIENX M, BIEEIESIHE. Schema XX, IERY
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X%, WHISRIBIEZEME, TiFlash ZFEHNMBEEE. NBRES
AR XFY5 TiKV —,

> TiDB S5 IGE ST N
L2 EIN oom-use-tmp-storage Jo true Bf, WREZE SQL BAIMIRTRE
FH#8H mem-quota-query RIPRHI, FLEFrIBUEMITRBVPEILERIE
i XHEERE, BEREBRTERZERENRR, WFXEE
BRI, ZHAFPABINEINGE, AR LEIREE @S 1EEIEE S 4
SR Io] $0 4,

o HiNINEZE
M v4.0.0 £, Backup & Restore (BR) 253 &7 2l S3 BuEAHE#H1T S3 ARSBim
JN%Z (SSE), BR S3 AR53imINZE th 2 35(E M A F B1TEIERY AWS KMS ZAi#
1Th0%E,

H S B R R I

TiDB fEiR L1 ARV A RS RS, ATRRSIEHIRESURIEBIE (FIMNAFHIE) 1T

ENER, SEMBIEEEHZEMINE, EILE TiDB, TiKV, TiFlash, PD FHMGSIE

HT—NEERNAX, AXITHE, REHSTFESHWAFPEEE,
HiTEE

TiDB f2fft SQL FitflfF, MESHMEITHEK, HETLZE. BEAREER

SQL BREMINRE, KB &I ia]R,

TiDBXZF5HVE TSR LELA:

Event Class SubEvent Fx ZxE
Connected
Disconnect . "
HINFFB EREHMENE
CONNECTION ChangeUser O T R
PreAuth
Reject
Insert
Select ZKIA XA
s T Table B9 SQLS
EEETENRERE "
TABLE ACCESs ~ Pdate = " 3¢ sQL By S
Replace 7 db - user - table - - fim o o
1 BALIES] Ay 2
Delete B4 RKAR
LoadData
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Alter

DropTable

CreateTable

EIATF B %A Table TFRIFH
ReeBIZEABARA  fh SQL

GENERAL -
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miREE
o RIBEXAMER, TIDB RHUTRAKERE, RNEAFPEE-RNBRE
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iz 15 TiDB fEXMIEMMERFAMEZ2EIY, &3 TiDB FmAIRiAIRE, E&aBE42
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